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ABa Bnpa nurepdenca

Be6-naHenb (/dashboard/) nmeet gBa pexxrma, nepekntoyaembix BBepxy: «KOHTposnepbl» — 30Ha
nHTerpaTopa (noobopysoBaHHasA HacTPOWMKa, MMHbI, MPOLUMBKA, CBA3b, MLEeH3MA) N «O6BbeKTbl» —
30Ha 3KCnayaTaumm (YyCTponcTBa Mo 30HaM, ynpaB/ieHVe 1 aBTOMaTM3aLmsa Ha ypoBHE 06beKTa).
MobunbHOe npunoxeHne 3epkaaut oba Buaa.

npOBVI)KVIHI/IHr n noagxKknaroyeHume

1. Monyuntb goctyn k cepeepy Avelsa (N0 NoTpebHOCTN — pa3BepHYTb BblAENEHHbIW Y 3aKa3uunka) u
3aBeCTu YUETKM Ha cTpaHuue «[lonb3oBatenm» (CynepagmMmuH).

2. MpowWwmnTb KOHTPOANEP Y BKAKOUUTL — OH pernctpupyetcs no MAC, nosyyaeT KpUnTok/IoY 1
HaCTPOMKM.

3. Co3patb 06bEKT, MPUBA3aTh KOHTPOA/IEP, MPU HEOOXOAMMOCTM — 30HbI.

4. NlobaBuTb ycTponctBa (popma CTPOUTCA aBTOMATUYECKW; aCCUCTEHT MMHOB NOZACKa3biBaeT
cBobogHble GPIO v nuTaHwme).

5. HactpouTtb cBa3b (Wi-Fi-npodwvan, npuoputet kaHanos, mogem/APN), cobpaTb aBTOMaTM3aLMIO,
BblZaTb MpaBa 3aKasuuKy.

YcTpoincTtBa U UX HacTpounKa

Kotén OpenTherm — naHesnb Kotna

Xueble nokasaHus (T nogaun/obpaTtku, asnenHne, moaynsauus, NBC, nnams, CH/DHW), 6aHHep
COCTOSIHUSA, paclindpoBKa aBapui, OTOHEK ropenku. YnpasaeHue (MpaBo «3anucb»): yctaskn CH/DHW
co «CoxpaHnTb», BK/BbIKA; KHOMKa «COPOCUTbL aBapuio KOT/a» (BKAKOYAETC aMUHUCTPATOPOM,
cpabaTbiBaeT TONAbKO BPY4YHYHO — 6e30MnacHOCTb). AAMUH-CEKLMA: MWHBI aganTepa (C aCCUCTEHTOM),
WHTEpBaJ OMnpoca, NPOCMOTP NapaMeTpoB, BbIGOp oTobpaXkaeMblx NOKa3aHWi, «[ToAHbIM Nepeonpoc».
Victopusa no kaxgomy nokasaHuto (kHonka-rpadpuk). CTpaHumLa XXnBas: NOKa3aHMa 1 yCTaBKM
OBHOBAAKOTCA CaMU; KOTZa YCTaBKY MEHAET NPaBUIO W PEXUM — MON3YHOK CABUTaeTCs caM.

AaT'-IVIKVI — KapTouYKa AaTuMKa

Temnepatypa/snaxHoctb (DHT), ra3 (cepma MQ: ypoeHb 0-100 % + nopor «Hopma/TpeBora»), LWnHa
OneWire (DS18B20), yacbl RTC DS3231 (Bpems + «CUHXPOHM3NPOBATb»). [lepenmMeHoBaHme (3anuchb),
MWHbBI C aCCUCTEHTOM (aZAMWH), UCTOPUA NOKa3aHWUN.

Pene — kapTtouka pene

Tymbnep nutaHma ¢ noaresepxaeHunem, onumnsa «CoxpaHaTb coctosaHne (NVS)». MNnHbl ¢ accncTeHToM;
yrnpas/ieHne — «3anucb», CTPYKTypa — «afMUH».

GSM/LTE-moaem — naHesib Mogema

MogaeM-LeHTPUYHBIN CTaTyC (pOab B KaHane, onepartop, curHan, IP), Hactponku (agMuH): nnHbl TX/RX ¢
accucteHTom, APN, normH/naponb. ABTOMaTUYECKUI pe3epBHbIv KaHan npu HegoctynHocTy Wi-Fi.



AccucteHT Bbibopa NUHOB

Bbi3biBaeTcs npu gobaBneHnn ycTponctea 1 B opmMax NMHOB Bcex naHenew. NokasbiBaeT
rpaduryeckyto pacnmMHOBKY KOHKPETHOW MOZENV KOHTPOINepa, 3aHATble/cBoboaHble GPIO, npeanaraert
nogxoadawme sbisogbl (GPIO/ADC/UART) n nutanue (3.3 B s gatumkos/RTC, 5 B ana pene/MQ/
mozema). MNMpeaoTtBpalyaet KOHGANKTbI U OLUIMOKN MOHTaXa.

HacTtpovku KoHTpoanepa

CeTtb nBa Wi-Fi-npoduna + meHegxep kaHanos (Npuoputet Wi-
Fi/GSM, ckaHmpoBaHue 3¢urpa)

NHTepBanbl CUHXpOHM3auuma, Tenemetpus, OTA, xpaHeHre nctopum (retention);
YacoBOW Nosc

Mpowmeka Bepcus, MAC, pexxnm oTnagku, nepesarpyska

OTA 3arpyska .bin + Bepcua (Tosbko cynepnonb3oBaTesb); packaaska
no Mozenu ymna

JInueHsua pexXunm focTyna, Tapud, KNk, Cpok AencTeums

ABTOMaTVI3aU,VIﬂZ npaBuja  pacnmcaHuA

Bug «O6bekTbl» = «ABTOMaTU3aumm». NpaBuno: Heckonbko cobbitui (U1W) + ycnosusa (M) +
AEeNCTBUS; NOPAAOK NpaBua (KHOMKWM BBEPX/BHU3, BbIUIPbIBAET NocaeHee). Tpurrepbl No gaT4mKaMm:
ANA aHaNoroBbIX — onepaTop (< > =), Mopor u rncrepesnc; aas undposbix — coctoaHne (BKJT/BbIK/).
PacnucaHma: exxeaAHEBHO, MO AHAM HeAenn, exxeMecsiyHO, Ce30HHO, Pa3oBo (BpemMsa cumnTaeT
KOHTpoAnep — paboTaeT odnariH). Y npaBmia ectb YpOBEHb JOCTYMNa; KOHPAMKT «<KOMaHAa <
aKTVMBHOE MpaBn/IO» paspeLuaeTca no npasam. Yacbl KOHTpoasepa (MO0 HUM UCMIONHAKTCA pacnucaHns)
BMAHbI B CMUCKE KOHTPONEPOB, Ha BKIajKe KOHTposiepa 1 Ha Buae ObbekTa. MNepBas nposepka npu
«pacnucaHue He cpaboTano» — 31 Yackl 1 none UTC B wanke O6bekTa.

D/1IeMeHTbl ynpaB/ieHUsA NoJib3oBaTesiA (KOHCTPYKTOP)

«ABTOMaTU3aLMM» — CeKLMA «DNeMeHTbI ypaB/ieHnsa Noab3oBaTena». 34ecb CO34at0TCA «PYyUKM»,
KOTOpble YBMANUT NONb30BaTeNb Ha 3kpaHe ObbekTa: ycTaBka-noA3yHOK (MpuBA3Ka K Tpurrepy,
rpaHnLbl U LWar), KapToyka pacnmncaHuns, rpynmna pexxmmMoB (CMMCOK PEXUMOB: MKOHKA U3 NanunTpbl +
Ha3BaHue). [paBMaa PeXnMoB CTPOATCA Kak ObblUYHbIe MpaBmaa: CObbITUE = TpUTTEP PeXMMa;
MCNOJTHAET NX CcepBep.

e Pexxum cpa6a'rb|Bae'r npun BKJIOYE€HUN — BbIXOJ M3 NPEXHEro pexXmnMma HM4Yero He
«OTKaTbiBaeT».

o Kaxxabii pe>kum NnosIHOCTbIO onucbiBaeT cBoé coctoiHue — KomdopT: koTén BKJT + 65°;
JkoHoM: koTén BKJT + 50° BbikatoueH: kotén BbIK/I.

(] «AHéM BbIKJ/IlOUE€HO, BeYepoM BK/IFOUEeHO» — 3TO ABa pacnncaHuna Uan aBa pexkrnma, a He O4HO.

¢ MMonb3oBatenb BUAWUT TOJIbKO KHOMKWU — BHYTPEHHAA JIOTUKa PEXNMMOB €My HE NMOKa3bIBaeTCA.



BUAMMOCTb: KTO UTO BUAUT

«OTO0bpaxkaeMble NapameTpbl»: HAbOP «A/1A BCEX» U UHAMBUAYaNbHbIE HAOOPbI KOHKPETHBIM
nosb3oBatensiMm (MHAMBUAYaNbHbIA 3aMeHAeT O6LLMIA; eCTb KHOMKa Bo3BpaTa K obuemy). CkpbiBaThb
MOXHO KapTOUKM LLeJIMKOM W OTAE/IbHble MOKa3aHWs — BMAOTb 40 OTAENbHbIX NOKa3aHWUA KoT/a
(naBneHve, moaynaums, obpatka, NBC, pakT-ycraBka). [lonb3oBaTenb AONONHUTENBHO CKPbIBAeT
NnWwHee y cebs caM, HO BEPHYTb CKPbITOE aAMUHUCTPAaTOPOM HE MOXET.

MNMpaBa poctyna (RBAC)

Tpw ypoBHA Ha 06BEKT/KOHTPOAIEP: NPOCMOTP / yrpaBaeHue (3anuck) / agMUHUCTPUpoBaHne. AAMUH
— MWHbI, CTPYKTYpPa, MAEHTNYHOCTb OOOPYAOBAHMS; 3aNNCb — PEXUMbI (YCTaBKWN/BKI-BbIK//30HbI/
MMeHa/oTobpaXKeHMe); MPOCMOTP — TOJIbKO YTeHue. [LocTyn Ha 06bekT aBTOMaTUYECKM MOKPbIBaeT
BCE KOHTPO/NEPbI U YCTPOMUCTBA MOA HAM.

NMonb3oBatenn n naponu

CrpaHuua «lNonb3oBaTtenn» fOCTYMHa He TONbKO Cynepno/b30BaTeNto: agMUHUCTPATOP 06bekTa BUAUT
nosib3oBaTener CBONX OOBEKTOB 1 MEHAET UM Napoan (YYETHbIE 3anncu, MeroLLLMe AOCTYN eLUé 1 K
YY>XKMM 0bbeKkTam, — TOJ/IbKO Yepes Cyrnepnoab3oBaTens); Kaxaas cMeHa napona pukcnpyeTcs B
XypHane. Cynepnosib3oBaTesib AOMNONHUTENBHO: CO3jaHune YYETOK, baokunposka/pasbiokmposka (be3
XECTKOro yaaneHus), poab cynepagmuHa (C 3almtamMm), Ha3HauyeHne npaB Ha 06BEKTbI/KOHTPOANEPBI.
CBoOW Naponb NO/sb30BaTe/lb MEHSAET cCaM — B Npodusie Ha calTe AN B NMPUIOXKEHUN; CMEHA Napons
3aBepLUaeT akTMBHbIe MOBUIbHbBIE Ceccum (BXO4 3aHOBO — HOpPMa). BocctaHoBaeHMe gocTyna «3abbiin
naposb?» paboTtaet no e-mail 6e3 yyactns agmMuHUCTpPaTopa.

NMoaxknroueHmne MM-areHTOB 1 ro/1I0COBOro yrnpaB/ieHUsA

Mnatdopma NoakNtOHAET BHELLIHMX MOMOLLHNKOB MOBEPX TEX Xe NpaB, YTo v atoan: n -areHT, n
roN0COBOW HaBblK ANNCbl paboTatoT NOJ OTAENbHOW YUETHOW 3aMUCbio, BUAAT POBHO pa3peLléHHOE e
M NULLYT KaXAoe AeWCTBME B XXYpHa. YPOBEHb YUETKM 3aa€T rpaHnLbl: «[TIpocMOTp» — TOAbKO
COCTOSIHUSA, «YNpaBaeHne» — KOMaHZAbl. COpocC aBapuu KOT/a HY areHTy, HY rOJ1I0COM He AaéTcs
(be3onacHoOCTb).

¢ NWN-areHT — MOHUTOPWHT, ANarHOCTUKa 1 ynpaB/ieHne — 3aBejunTe OTAeNbHYHO YUETKY —
«[1pocmoTp» ans HabatogaTena nam «3anuce» ANs onepartopa (ynpasaeHve pexmmamn/
ycTaBkamu/pene/Kotaom) — v noakntoumte N-nomolyHmnka: o63op o6bekToB, pasbop aBapui,
npuynHbl cpabaTbiBaHWiA. [NowaroBoe NoAKAOUEHME — B OTAENbHOM AOKYMeHTe «[logkitoueHne
NN-areHTa Kk Avelsa».

e Tonocosoe ynpaBneHue (Annca) — HaBblK «yMHbIN JoM» fAHaekca: OAuth-npunoxeHne Ha
nnatpopme (/admin/ — OAuth Applications) n HaBbik B AHaekc.[Ananorax (endpoint /alice),
npuBs3sKka B NpuaoxeHun «lom ¢ Anncon». HaBbik eLLé He onybankoBaH B kKaTasore AHaekca —
YyepHOBUK paboTaeT y BAagenbLia.

e [paHULbl — NO YyYéTKe — BblZaBaliTe MOMOLLHNKY POBHO HY>XHbI OOBEKT 1 YPOBEHb AOCTYNa;
OT3bIB NPaB UAN CMEeHa NapoJiA 3aKPbIBAKOT U areHTa, U roJI0COBYH MPUBSA3KY.



OTpenbHble JOKYMeHTbl o HacTpouke. [NoaknroueHne NN-areHTa — fOKyMeHT «[logkntoueHme
NIN-areHTa k Avelsa» (Avelsa_Al_Agents_Setup). HacTpolika HaBblka AnCbl — OTA€e/IbHas
WHCTPYKLMSA, FOTOBUTCA K Ny6AMKaLMN HaBbIKa.

YBepaomneHus, norn, UHAUKaUuA

Konokonbumk co CHETUMKOM HEMPOUMTAHHOIO (aBapuM KOT/a, HEMCNPABHOCTK, NOTeps CBA3K). XXn1BoWn
Nor KoHTpoanepa 1 rnobanbHbIn nor cepeepa (pacwmdpoBka KOA0B, «3aMOpPO3UTb», «KoNMpoBaTb»).
Ha nnate — agpecHbii RGB-cBeToaMoA: 6a308BbIn LBeT kaHana (cmHui Wi-Fi / xxéntbin GSM /
OpaH>XEBbIV HET CBA3M) + BCMbIWKW (CUHXPOHMU3aLUs/aBapus/pe3eps/npasuno).

CraTyc KOHTpOANepa B CMCKax — TPeMs LBeTaMU: 3e/1EHbIA «B CETU», CEPbIN «He B CETU» U
OpaHXeBbI/ «Ha CBA3M, HO He paboTaeT» C NOANNCHIO MPUYMHbBI (OXKUAaeT akTMBaLun / nepeBblaaH
KNtOY) — BUAHO cpa3y, 6e3 uTeHns noros. HemcnpaBHOCTM YCTPOMCTB MOMEYaroTCs Ha KapTouKax C
MPUYNHOW («He LUNET faHHbIe», «<HEeT KaHana CBA3W», «aT4MK He OTBeYaeT»), Ay6ampytoTcs
YBEAOMJIEHVEM W 3aMMUCbIO B XXYpPHae; Mpu BOCCTaHOBIEHWM NPUXOANT «0T6bOM». Ha HencnpaBHOCTb
MO>HO MOCTPOUTb MPaBUIO-peakunto (Hanpumep, «4aTymk 3amMonyan — BKIHOUUTb Pe3ePBHbIN
oborpes») — Takue npasuaa UCMONHAET CepBep.

NoBceaHeBHbIE MesI0Un

e [lepenmeHoBaHve ObbekTa (aZMWH) 1 30H (YPOBEHb 3anncK) — KapaHAaluy NpsMo Ha canTe.

e Y Bcex KapTouek, BKAtoYaa yCTaBku/pacnncaHns/pexxnmmel, CTaHAapTHbIE KHOMKM nopaaka (BBepx/
BHM3) 1 NepekaroyaTeNb «Ha BCHO LMPUHY».

e [padukm NCTOPUN — Ha NAUTKAX NOKa3aHUN.

e KHonka «C6pocuTtb aBapmto KOTNa» — TOJIbKO BPYUHYHO, aBTOMaTUYeCcKoro cbpoca HeT
(6e3onacHOCTb).

Mob6bunbHoe npuiokeHne ana agMUHUCTPaTopa

Bcsa HacTpoika — Ha cauTe: BUAMMOCTb KapTOUeK 1 NoKa3aHWI, 31eMEeHTbI YrpaBaeHns, MOPAAOK U
LWINPWHA KapTOYeK, MpaBmaa Ha PEXMMbl U Ha HEMCNPaBHOCTU. [puaoxeHe oTpaxkaeT pe3yabTar:
MOKa3bIBaeT KAaPTOUKM B 3aZlaHHOM MOpPAAKE, MPUMEHSAET PEXUMbI U YCTaBKK, NPAYET CKPbITOE.
KoHCTpyKTOp B NpuaoXeHnn cobmpaeT ToIbKO 06blYHbIE MPaBMaa U pacnmcaHuns (Mo 3HaYEHNAM
[ATUNKOB M BPEMEHN); MPaBuUIa Ha PEXUMbI U HEUCMPABHOCTM CTPOATCA Ha CailTe — B NMPUIOXKEHUN
Takue cobbITnA He npegnaratotcs. [paBa Te Xe, UTo Ha cavTte. CBOM Napob NOAb30BaTE/lb MEHSET B
NPWAOXEHWW; NapOb APYroMy Noib30BaTeNto0 afMUHUCTPATOP MEHSET Ha calTe.

Uro rpe: Beb6-naHenb n npunoxkeHue

DyHKLMA Be6-naHennb Mpuno>keHune
MaHenb koTNa (YyNpaBaeHne/nctopus/cépoc asapum) aa Ja

[atunkn, pene, mogem Aa Aa



DyHKLMA Be6-naHenb Mpuno>xxeHne

O6beKTbl, 30HbI, ZOCTYMbI aa ha

O6blUHble NpaBwWia U pacnucaHuns aa ha

MpaBuaa Ha pPexXnUMbl U HEUCMPaABHOCTH aa —
DneMeHTbl ynpaBaeHus (KOHCTPYKTOP) Ja oTpaxaet
BuanmMocTb KapToUek 1 nokasaHui aa npuMeHseTcs
CmeHa naponeii nosb3oBatensm (afMUH 06beKTa) Ja —

Mpoduab 1 cBOM Naponb aa aa
Hactpoliku KoHTpoanepa, kaHaibl CBA3M aa aa
OTA-3arpy3ska npoLmBKm Ja (cyneprnosib3oBaTesb) —
AccucTeHT BbibOpa NMHOB aa ha

AnnapaTHas 4yaCTb — MOHTaX

MutaHune 5 B (BHewHw bI1), obwwas 3emns; yumTbiBaTh NMUMKOBbIA TOK GSM

Knemmbl CbEMHbIE BUHTOBbIE, War 3.81 mm

KoTtén OpenTherm, aByxnpoBOAHOE, NOAAPHOCTb Nt06as; NMHUIO NUTaeT
KOTEén

Aatumkmn DS18B20 NOATAXKA NMHUKN Ha naaTe («13 KOPOOKM»)

MoHTax DIN-pei#ika / 3neKTpoLLmT / HacTeHHOo; kopnyc IP54 ans koTenbHoOM

MpaBoBasa nnpopmauymsa. Ornepatop: OO0 «AnKom koHcanT». OMPH 1110327002543 - MHH 0309990882 - 664022, r.
NpkyTck, yn. Cnbupckas, 21a/3. E-mail: office@ikc.su. Cant: avelsa.ru (paBHO3HauHoO avelsa.su). MNonnTrka — avelsa.ru/privacy -
CornaweHve — avelsa.ru/terms - Ycnosus obnaka — avelsa.ru/cloud-terms. «Avelsa»™ — o603HaueHne OO0 «AnKom

KoHcanT». CoBMecTnmMo ¢ npoTtokonom OpenTherm.



